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Every phase of an adversary
emulation, mapped like engineering
schematics.
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CONSUMING THREAT INTELLIGENCE
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RED TEAM PLANNING

1. SCOPE & OBJECTIVES

IN SCOPE

OUT OF SCOPE

GOALS

SUCCESS METRICS

i
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RECONNAISSANCE AND
PASSWORD ATTACKS

P
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1. EMPLOYEE EMAILS 2. USERNAME DISCOVERY
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SECSBSJCP LAB 1.4
USERNAME ENUMERATION AND

PASSWORD SPRAYING
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C2 INTRODUCTION WITH EMPIRE

.{

LAB

2.1

2

SUBJECT: C2 INTRODUCTION WITH EMPIRE | REV: 1.0
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STAGER OPTIONS http_main (10.16.14.18:443) SHELL COMMANDS
O LAUNCHER N FILE OPERATIONS
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COBALT STRIKE FRAMEWORK

REV: 1.8
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3. HOSTED PAYLOAD DELIVERY
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EXECUTION
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4. BEACON CHECK-IN
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MCP INTEGRATION
WITH C2 FRAMEWORKS

LAB 2.3
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MCP INTEGRATION WITH C2 FRAMEWORKS
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RESPONSE INTERFRETATION

S
4. REST API WRAPPERS

@)
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