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Every phase of an adversary
emulation, mapped like engineering
schematics.
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CONSUMING THREAT INTELLIGENCE
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RED TEAM PLANNING
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RECONNAISSANCE AND
PASSWORD ATTACKS

P
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1. EMPLOYEE EMAILS 2. USERNAME DISCOVERY
m © EMAIL LOCAL PART
O NAME PATTERNS
O DSINT SOURCES 4 O COMMON FORMATS
O PUBLIC CONTACTS \ O DORG. PATTERNS
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SECSBSJCP LAB 1.4
USERNAME ENUMERATION AND

PASSWORD SPRAYING

LAB: 1.4 ] SUBJECT: USERNAME ENUMERATION AND PASSWORD SPRAYING } REV: 1.0
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C2 INTRODUCTION WITH EMPIRE
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LAB

2.1

2

SUBJECT: C2 INTRODUCTION WITH EMPIRE | REV: 1.0
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O LAUNCHER N FILE OPERATIONS
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COBALT STRIKE FRAMEWORK

REV: 1.8
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3. HOSTED PAYLOAD DELIVERY
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WEB SERVER / STAGER
PHISH / EMAIL DOWNLOAD

TARGET HOST
EXECUTION

OUTPUT: PAYLOAD EXECUTED
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BEACON (AGENT)

4. BEACON CHECK-IN
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| SUBJECT. | COBALT STRIKE FRAMEWORK
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COBALT STRIKE
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5. OPERATOR TASKING
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MCP INTEGRATION
WITH C2 FRAMEWORKS

LAB 2.3

| sus3cT:

MCP INTEGRATION WITH C2 FRAMEWORKS

! REV: 1.0 _J_
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NATURAL LANGUAGE INPUT
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MCP CLIENT LIBRARY

TOOL DISCOVERY
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4. REST API WRAPPERS
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ENDOPOINT ABSTRACTION

REQUEST / RESPONSE MAPPING

ERROR NORMALTZATION
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7~ MCP HUB

(MODEL CONTEXT PROTOCOL)
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SECURE TRANSPORT
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(EMPIRE)

LISTENERS

AGENTS / BEACONS

MODULES
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LAB 2.4
PIVOTING AND REDIRECTION

1 SUBJECT: PIVOTING AND REDIRECTION | ‘ REV: 1.8 I
=N 2. NETWORK OVERVIEW 5
1. INITIAL ACCESS — .\ 3. SSH ACCESS
— SEGMENT A SEGMENT B SEGMENT € L
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ENTRY HosT | F¥ | PIVOT HosT i 1 | TARGET HOST O KEY AUTHENTICATION
© RECON ENVIRONMENT 10.10.10.5 | w2200 | | 10.30.30.15
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127.0.0.1: ' ' PIVOT STRATEGY ol
| mE = i 0L STATEC L O () —
G’O CHAINED CONNECTIONS L= FROXY
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LOCAL PIVOT HOST INTERNAL HOST CLIENT PIVOT HOST
S S MULTI-HOP PIVOTING (SsH D) NETRORY
O ssh -L <local>:<dest>:<port> pivot I @ STEALTH & OPSEC O ssh -D <local_port> pivot ‘
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2.5

SETTING UP REDIRECTORS

SUBJECT:  SETTING UP REDIRECTORS ] REV: 1.0
e _EJP_
g ¥ | o b
1. ARCHITECTURE OVERVIEW C2 SERVER o 3. CERTIFICATE SETUP
€2 SERVICES
——> CONTROL TRAFFIC — , | LISTENERS
= < 7
~=--3 STAGED TRAFFIC R BEACONS
TASKING
------ CALLBACK TRAFFIC —F
BUFFERED / INTERNAL DATA STORE |
@ ENCRYPTED CHANNEL 10.10.508.18 (O DBTAIN CERTIFICATE
] x S O IMPORT TO REDIRECTORS
; + o <! e e 2 O TRUST CHAIN VALIDATION
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(@ ~=-= 75 encarpTION no-To-eN0 ———— (3} ——5 CALLBACK FLOW (ENCRYPTED) ———— (3
b ol o 3
p . g
5 SERVER / HOST @ FIREWALL / NAT DATE:
J;l CLIENT / AGENT DRAWN: CHECKED:
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I |
INTERNET | | I i i |
ATTACKER ! : = eSS e e e T
l > 1 >| = | e : =i | e | SOCKS
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——~ CONTROL FLOW
a 7% P W7
E WORKSTATION / HOST @ NETWORY / INTERNET DATE:
SERVER / SYSTEM () SECURE TUNNEL g DRAWN : CHECKED:
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<[> | CENERATE STAGER e - Q DETECTABILITY
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|| SUBJECT: INITIAL ACCESS
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A. WEB SHELL ACCESS B. EMPIRE STAGER DEPLOYMENT C. MAIL EXPORT (EWS)
O == — ‘ ‘ e
(HTTPS :443)
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LAB 3.3
DISCOVERY AND ESEALATIUN

I‘— SUBJECT: DISCOVERY AND ESCALATION REV: 3
\.IJ =—r
& o =
1. HOST-BASED DISCOVERY 2. IMPORTANT CONFIGURATION
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COMMON ESCALATION METHODS @ HIGHEST LOCAL PRIVILEGE
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© BROWSER / WOIgest (LEGACY) SO IO NN I
I o
f¢ INSET STUDIES 4
i A alla
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u 9 oo 0 Pl CHECK FOR = f B
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HIGH PRIV ~ WEAK / CUSTOM  MODIFIABLE ANOMALOUS L[] SECURLTY < : & B T Verify write zccess to target location
PAOCESSES ~ SERVICES  BINARY PATHS  PAOCESSES sl ] s Service restart may require low privileges
----------- o I Use payload that returns a SYSTEM beacon
8 J L i o
[ : : DATE:
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SUBJECT: CAPTURING AND CRACKING NTLM HASHES OVER C2 REV: 1.0 ||
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(1. HIGH-INTEGRITY HPLANT NTLM CAPTURE WORKFLOW OVER C2
= 2. SMB SERVICE 3. PORT 445 4. FORCE AUTHENTICATION 5. RESPONDER
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LISTENER
= || B § SL-SJAPN
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IMPLANT REPLACE SMB
SERVICE BINARY Ias + COERCE |/ TRIGGER AUTH o CAPTURE NTLMv2 HASH
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REsLT MAINTAIN ACCESS AFTER REBOOT AN i
PERSISTENT EXECUTION AND USER LOGON - RECENT FILES
UNDER SYSTEM OR USER |
= - .*
g
: ¥ L o . <
2. SHORTCUT BACKDOORING 3. USER DESKTOP i 5. ALTERNATE PERSISTENCE
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= PREPARE NEXT STEP

\P

PROMPTING

&

THINK
= UNDERSTAND GDAL
* LIST ASSUHPTIONS
= BREAK DOWN STEPS

PLAN ST >
« SELECT APPROACH
« DEFINE INPUT/QUTPUT
* IDENTIFY RISKS

ACT
= GENERATE CODE
* EXPLAIN DECISIONS
* DOCUMENT CHDICES

REVIEW
* SELF-CHECK RESULTS
= IMPROVE OR REFINE

AI-ASSISTED EVASION-TOOL
DEVELOPMENT WORKFLOW

2.

VERIFY AGAINST
OFFICIAL DOCS

E

/ FIND OFFICIAL SOURCES
@ DEFINE mm « PRODUCT / 0S DOCS
* API REFERENCE
+ SECURITY GUIDES
] GATHER CONTEXT 1
SOLUTION < / > | e
| CONFIRM DETAILS
’[\ * PARAMETERS
= RETURN VALUES
= BEHAVIOR / SIDE EFFECTS
N
\ MATCH & RECONCILE
GENERATE VERIFY & « COMPARE WITH CODE
CODE VALIDATE o RESOLVE DISCREPANCIES
ITERATE & + UPDATE UNDERSTANDING
TMPROVE 1
""""""""""""""" e e RECORD & CITE
BUILD EFFECTIVE, RELIABLE, AND STEALTHY « NOTE SOURCE LINKS
EVASION TOOLS WITH VALIDATED BEHAVIOR ! * VERSION / DATE
_____ ey e 4 4 * KEY TAKEAWAYS

v

@ 3. API & PINVOKE CHECKS

.

.

MANAGED APT CHECKS

P/INVOKE CHECKS

ASSEMBLY [ NAHESPACE * DLL / ENTRY POINT

CLASS / METHOD * CALLING CONVENTION
SIGNATURES * STRUCT LAYOUTS
PERMISSIONS * DATA TYPES
EXCEPTIONS = ERROR CODES

(

CROSS—-REFERENCE WITH DOCS & HEADER FILES ]

i

4. ITERATIVE CODE GENERATION

GENERATE
/ CODE \(
" ANALYZE & /—\ COMPILE /
FEEDBACK U BUILD
/\ TEST & /
OBSERVE

[ SMALL STEPS e TEST OFTEN = LEARN & ADAPT ]

i

DEC

5. PAYLOAD STRUCTURE

ISTONS

[® | roruaT

= EXE / DLL [ SHELLOODE | SCRIFT 1

E\@ .' LOADING METHOD = DISK / MEMORY | REFLECTIVE ]

| BXELUTION CONTEXT - 058 / s1e / st |

(@) | STEATH COSTIEATION « CSEC / SIOWTRE / £V / m]

() | coveiuRaTI

(
(
(
E 0P | COMMUNICATION = CALLBADX / 2 / BEACON ]
(
[

ON = EMCCODNG / ENCRPPTION [ STAGING ]

CONSTRAIN
SCOPE
* CLEAR GOALS
« LIHIT CONTEXT
= ONE THIRG AT A TIME

SOURCES

= REQUIRE CITATIONS
* OFFICIAL DOCS ONLY
* NO UNSOURCED CLAIMS

! 6. HALLUCINATION CONTROL & QUALITY ASSURANCE

Y el F Q. - > Ef

VERIFY CHALLENGE
EVERYTHING OUTPUT
* TEST BEHAVIOR = ASK "WHYZ®

= CHECK RETURNS
+ CONFIRN ASSUMPTIONS

= CHECK ALTERNATIVES
* PROVE CORRECTHESS

DESIGN
= LEAST PRIVILEGE
= HIKINIZE FOOTPRINT
* FAIL SAFE

DECISIONS
* WHAT & WY
+ SOURCES & LINKS
* CHANGE LOG

!
|
.‘
i
DOCUKENT |
|
I
]
]
}
)

INSET STUDIES

A. PROMPT-TO-CODE (EXAMPLE FLOW)

B. VERIFICATION PIPELINE (EXAMPLE)

C. PAYLOAD STI

RUCTURE (EXAMPLE VIEW)

<0 e BTUB / LOADER } INIT & ANTI-ARALYSTS
@ = e& = kel e :"@ .! = — T CONFIG / DATA T sermmes / ker marertaL
PROMPT  THINK & PLAN GENERATE  REVIEW & DOCS SEARCH &  EXTRACT &  APPLY & CORE" EAYLDAD 1w rcrionry
{60AL) (REASONING)  CODE REFINE (OFFICIAL) READ CONFIRM TEST  API RESOLUTION T omance meors
e s e e e e e e = £XECUTIDN ENEINE } RUN PAYLOAD
i 500D PROMPTING = BETTER CODE | i TRUST, BUT VERIFY i LT
| = BE SPECIFIC « GIVE CONTEXT + STATE CONSTRAINTS | | - READ THE DOCS CHECK EXAWPLES { " DESIGN FOR FLEAIBILLTY & STEALTH 3
|/ DEFINE OUTAUT + ASK FOR EXPLARATION i = VALIDATE BEHAVIOR » RECORD. SOVACES | |+ WOOULAR - CONFIGURABLE = ADAPTABLE |
b 7 9
" LEGEND
s DATE :
@ eoaL / oBJECTIVE @ VERTFICATION / SAFETY & ) ITERATION / LOOP T
INFORHATION / TNPUT {§} PROCESS / ACTION DOCUHENTATION ZJ'_] DRAWN- S
CODE / GENERATION 5L geSIGH / SOLUTION Q) AMALYSTS / ReVIEW | 20 L UNIT: arbitrary SCALE: NTS




SEC56

€

5

LAB 4.1
ENUMERATING ACTIVE DIRECTORY
WITH DIFFERENT TUULS

SUBJECT:

=
T

ACTIVE DIRECTORY ENUMERATION

REV:

TRl

1. USER DISCOVERY

* ACCOUNT ENUMERATION
 GROUP MEMBERSHIP

* PRIVILEGED ACCOUNTS
« 5PN ACCOUNTS

o LAST LOGON INFO

i

2. COMPUTER DISCOVERY

* COMPUTER ACCOUNTS

/7 AN
ACTIVE DIRECTORY
ENUMERATION MAP

* CONFIGURATION
* SECURITY POSTURE

* OPERATING SYSTEMS
+ LOGON INFORMATION

NI a ¥

o

i DOMAIN OVERVIEW i (
* OBJECTS
* RELATIONSHIPS

+ SMB/REMOTE ACCESS
+ TRUSTED TO AUTH FILES

3. PASSWORD POLICY DISCOVERY

* PASSWORD COMPLEXITY
* MIN / MAX AGE

« HISTORY / REUSE

« LOCKOUT POLICY

* FINE GRAINED POLICIES

I
|
I
I
I
I
|
I
I
I

4. GPO DISCOVERY
A

* PO ENUMERATION
* GPO LINKS

* (PO PERMISSIONS
* USER SETTINGS

* COMPUTER SETTINGS

<

-

5. TRUST DISCOVERY

DOMAIN TRUSTS
TRUST TYPE

TRUST DIRECTION
TRANSITIVE TRUSTS
+ FOREST TRUSTS

-

5
b B N
6. CROSS-TOOL COMPARISON T00L A T00L B T00L € T00L D NOTES
USERS v v v v —
D o MULTIPLE TOOLS, ONE DATASET CONPUTERS 7 7 7 =
—=JL  + COVERAGE COMPARISON GROUPS v v v v —
o ACCURACY & STEALTH TRADEOFFS 6PDs v /4 i i =
TRUSTS ¥ v 7 —
» EXPORT & NORMALIZE RESULTS iR > = 7 > =
INSET STUDIES
£ N r B
A. TRUST DISCOVERY (EXAMPLE) B. PASSWORD POLICY (EXAMPLE) C. USER & COMPUTER VIEW (EXAMPLE)
DO ot e ) [T HATND % 8 USERS @] COMPUTERS
TRANSITIVE
6%b O’%b MIN PASSHORD AGE 1 DAY DOMATN Gr— DOHAIN
] 1 WAX PASSHORD AGE 42 DAYS USERS NUThSTATIN:
I 1 : ADHINISTRATORS SERVERS
: : MIN PASSWORD LENGTH 12 MELPDESK
LEL R R DIieE ENFORCE CONPLEXITY ENABLED SERVICE AccouNTs| | [ DOMAIN CONTROLLERS
6%6 PASSWORD HISTORY 24 NORMAL USERS |—E1— HEMBER SERVERS
LOCKOUT THRESHOLD 5 22 GROUPS —&1— TRUSTED SYSTEMS
TRUST TYPE FOREST LOCKOUT DURATION 38 MIN 3 3
DIRECTION THOSHAY LOCKOUT OBSERVATION WINDOW | 30 NIN (= Rl R e s eeaE oan
TRANSITIVE YES ] REQUIRE PREAUTH ENABLED USER GRUUP COMPUTER
$ID FILTERING FOREST-HIDE Stz <"“9 @
AUTHENTICATION FOREST
MEMBER OF “CAN LOGON T0
\ " L " L
COMMON ENUMERATION UBJECTS LEGEND
O~ DATA CATEGORY T
DA ABQAD| | EEE m
o d ——  RELATIONSHIP % il
USER  COMPUTER  GROUP POLICY TRUST DC/SIE | | =---- OPTIONAL / INDIRECT e e
L v SUPPORTED
[ DATE: DRAWN: CHECKED UNIT: arbitrary SCALE: NTS
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PRIVILEGE HUNTING

&
a7y

LAB 4.2

SUBJECT: ACTIVE DIRECTORY PRIVILEGE HUNTING

REV: 1.8 L

1. CURRENT USER RIGHTS

« TOKEN PRIVILEGES
(SE*)
s LOGON RIGHTS

* LOCAL RIGHTS
ASSTGNMENTS

USER SPN & DELEGATION
e ACLS ON OBJECTS

3. LOCAL GROUP
MEMBERSHIPS

LOCAL ADMINISTRATORS
REMOTE MANAGEMENT USERS
POWER USERS

BACKUP OPERATORS

EVENT LOG READERS
CUSTOM LOCAL GROUPS

0,00)

&

-

-

D = OWNERSHIP TAKEDVER

PRIVILEGE HUNTING
GRAPH

I -~
|
‘\\‘ I f’
60 N ,/ OBJECT

PRIVILEGE

i DIRECT RELATIONSHIP |
! —-—— INFERRED / INDIRECT |
| > CONTROL / O ABUSE |

5. BLOODHOUND ATTACK PATHS L -
/O * SHORTER PATHS TO HIGH VALUE
X ,L_h_o » CONTROLLED OBJECTS
d o O’ * PRIVILEGE ESCALATION EDGES

ACL ABUSE OPPORTUNITIES

A

v

2. REMOTE SESSIONS
ccm— o R 1

(WML / WINRM / ROP)

= = LOGON SESSTONS
CONNECTED USERS

e TDLE / STALE SESSIONS
SESSION OWNERSHIP

4. GPO-RESTRICTED
GROUPS

ADMINSDHOLD GROUP
GPO-RESTRICTED GROUPS
SID HISTORY

ACL ON GPO OBJECTS
EDIT RIGHTS ON GPOs

t I 6. RUNNING PROCESSES & SER'-JICES

e HIGH PRIVILEGE PROCESSES
SERVICE ACCOUNTS
MODIFIABLE BINARY PATHS
UNQUOTED' SERVICE PATHS
SCHEDULED TASKS RUNNING

il

L]

7. USER-TO-HOST PRIVILEGE RELATIONSHIPS

B—@—8—-

* LOCAL ADMIN ON HOST

REMOTEE ADMIN RIGHTS
SERVICE LOGON RIGHTS
» CAN EXECUTE REMOTELY

.

USER HAS ACCESS HOST RESULTING
PRIVILEGE e CAN IMPERSONATE / DELEGATE
INSET STUDIES
i 1 i = =

A. SESSION PANEL (EXAMPLE VIEW)

I0LE TINE

B. GROUP MEMBERSHIP PANEL (EXAMPLE)

SESSION 1D USER TYPE SOURCE HOST
3 CORPVJSHITH | RODP 10.0.0.25 | 00:02:13 | ws-01 I
b CORPAADMING | WHE 10.0.1.15 | 01:12:45 | SRV-02 | IT SUFPﬂR]’I | SERVER ADMINS | | APP ADHINS ‘
1| CORPVTADHIN | WONRM | 10.0.0.30 | 00:00:05 | SA-01 |
15 CORPAKELPOESK| ROP 10.0.0.44 | 02:45:10 [ WS-12 l JSHITH | [ SRV-HGHTS | | APP-SVC |

FOCUS ON: ADMWIN SESSIONS, STALE SESSIONS,
UNUSUAL SOURCES, HIGH VWALUE TARGETS

e NESTED GROUPS
* TRANSITIVE MEMBERSHIPS
e IDENTIFY PRIVILEGED ACCESS

C. GRAPH ANALYSIS PANEL (EXAMPLE)

. BBJECT

* IDENTIFY CONTROLLED NODES
e FIND ALL PATHS TO HIGH VALUE TARGETS
* PRIORITIZE SHORTEST / LOWEST RISK PATHS

COMMON HIGH VALUE TARGETS KEY TAKEAWAYS [ LEGEND H
SR s == O 4 /C\ MAP WHAT YOU CAN CONTROL (O) NODE / OBJECT i
“;l EEE C{g} O/_é\_o FIND HOW TO ESCALATE IT —— DIRECT RELATIONSHIP mJ‘
DOMAIN  ENTERPRISE SERVER  ACCOUNT PO ne () FOLLOW THE SHORTEST PATH —— [INFERRED / INDIRECT o
ADHINS ADHINS ADHINS  OPERATORS EDITORS  ADMINS REVALIDATE & REPEAT —3> (AN ABUSE / ESCALATE i
[: DATEN S el L S DRAWN: CHECKED: UNIT: arbitrary SCALE: NTS ]
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)
o SUBJECT: ACTIVE DIRECTORY USER IMPERSONATION | REV: 1.0 4
¥
T- i - 1—'—
1. TOKEN CREATION IDENTITY IMPERSONATION FLOW 3. PASS-THE-TICKET
FROM PLAINTEXT CREDENTIALS gahis A
@ PLAINTEXT B = g | = T6T / T6S TICKET
—3| CREDENTIALS ! \ |+ .KIRBL FILE
— . « ;
s \ .«" |« FROM MEMORY / CACHE
USER PASSWORD Sl $
TR kA Rk 1. PLAINTEXT CURRENT CONTEXT 3. PASS-THE-TICKET E( USE TICKET TO REQUEST
CREDENTIALS (LOK PRIVILEGE) I( p e o
CREATE LOGON TOKEN | J
4
IMPERSONATED CONTEXT
() IMPERSONATED CONTEXT VIA TICKET
() (LOGON SESSION) 2 Dacs e Al 4. USER CONTEXT
| SWITCHING
il
i ) / IMPERSONATED \ 4. USER CONTEXT SWITCHING
' 2. PASS-THE-HASH IDENTITY
TECHNIQUES
LT - RUNAS / NETONLY
« NTLM HASH (LH:NT) s » PSEXEC -U
- FROM DUMP / EXTRACTION | [—> % ) = CREATEPROCESSHITHLOGONH
| O ELEVATED / TARGET CONTEXT ‘ ~ LOGONUSER + THPERSONATE
E] NTLM AUTHENTICATION C® [y o v l
USING HASH L |
L - E NEW PROCESS / SESSION
AS TARGET USER
LOGON TOKEN WITHOUT
‘ . PLAINTEXT PASSHORD ‘ :

STANDARD USER

O = LIMITED RIGHTS
{ ) - LOCAL RESOURCES

= USER CONTEXT ONLY

5. ACCOUNT TYPE CONSIDERATIONS

ADMINISTRATOR

+ LOCAL ADNIN RIGHTS %
= SYSTEM MANAGEMENT

« UAC / ELEVATION

>

= HIGH VALUE

SERVICE ACCOUNT
= AUTOMATED TASKS
= SPN / DELEGATION

DOMAIN ADMIN

» FULL DOMAIN CONTROL
= DCS ACCESS

+ HIGHEAL PRIVILEGE

e

TARGET

6. CHOOSING THE APPROPRIATE TECHNIQUE

HAT DD YOU HAVE? SELECT TECHNIQUE OUTCOME
1 USE_ TOKEN CREATION
( ﬁ) PLAINTEXT CREDENTIALS ‘ i " ;:2‘;; VES i (FROH PLATNTEXT) « ACCESS AS TARGET USER
T [T = | — * RESOURCE ACCESS
( #) sy —‘ = _-....j RELIChy # ‘ ﬁ; :?S i « LATERAL HOVEMENT
; — ! s » PRVILEGE ESCALATION
SERREROS TIRETe D [ | USE PASS-THE-TICKET | = DOMAIN DOMINATION
— i NO (PTT)
| 8 EMST"_"F_‘C‘_ES_S_T Al . ®| USE CONTEXT SHITCHING
b GATHER MORE DATA ! | (RUNAS / PSEXEC)
4 (CREDENTIALS / WASFES / TLOETS) |
b5
& INSET STUDIES :
A. TOKEN (LOGON SESSION) VIEW C. TICKET (KERBEROS) VIEW
T JE bl ds Al TICKET STRUCTURE |
USER 510 [igs: USER :: DOMAIN :: LM HASH :: NT HASH | [ Lo prascipaL ‘ _—
GROUP SIOS T = || SEAVICE PRINCIPAL i
PRIVILEGES userl L e ey ¢ BBASFIEACERFENLCT REALM
ADDBBODAI0ATSEAC
WAL D e l
LOGON TYPE USED FOR | =
i I i |[ FLags
AUTH PACKAGE USED BY PROCESS | PASS-THE-HASH | LOCAL / NETWORK | SESSION KEY PRESENT T0 KOG / SERVICE |
SESSION 10 TO ACCESS RESOURCES Il AUTHENTICATION | | RESOURCE ACCESS J [ stovarire FOR AUTHENTICATION
i ) it
LEGEND KEY TAKEAWAYS COMPONENT LEGEND SCALE
—— = DIRECT FLOW [Zi IMPERSONATION LETS YOU OPERATE AS AWOTHER IDENTITY = USER / IDENTETY
————— = OPTIONAL / CONDITIONAL [ CHOOSE THE TECHNIQUE BASED DN WHAT YOU HAVE &> = CREDENTIALS / KEY MATERIAL
— = RESULT / OUTRUT [ UNDERSTAND THE CONTEXT AND LIKITATIONS IR s
O = INPUT / SOURCE [i HIGHER PRIVILEGES UNLOCK MORE OPPORTUNITIES ’:::EH;OE:D i — 20
Gereeay
i = CONTEXT / STATE [¥] USE IMPERSONATION TO MOVE LATERALLY AND ESCALATE ©) - PROCESS / ACTION
DATE: DRAWN : CHECKED: UNIT: arbitrary SCALE: NTS




SEC565 LAB 4.4 bi
Fl. SUBJECT: LATERAL MOVEMENT IN ACTIVE DIRECTORY REV: 1.0 L
i Iy g =y
@ SOCKS PROXYING LATERAL MOVEMENT NETWORK FLOW @ DCOM EXECUTION
INITIAL COMPROMISE  DCOM FOR REMOTE EXECUTION
e iD s = - » USE MHC20 / DCOMONEG
; @ = « SPAWN REMOTE PROCESSES
= PIVOT THROUGH SOCKS AGENT " PRMLE’GE o WML VIA DCOM
* gﬂg‘:‘g?;&ﬁ“m JUNIERAL L ACCOUNT * BROADER COMPATIBILITY
= ACCESS RDP, SMB, WINRM, ETC.
« REDUCES LOCAL FODTPRINT o
e e ] || AR s e el IS | s na e >
(@) WINRM / POWERSHELL o
REMOTING LS /"f
FILE SERVER “\_  DOMAIN CONTROLLER  ,+ AP SERVER * CREATE REHOTE SCHEDULED TASK
(SRV-F501) \\ A (Dco1) = // (SRV-APPO1)  EXECUTE PAYLOAD
/ %
« WINRM OVER HTTP(S) 5985/5986 = ‘? o ‘L /’\\ ? * ON-DEMAND OR DELAYED
* POWERSHELL REMOTING Il it N K S I ® RUN AS SYSTEM / OTHER USER
+ PASS-THE-HASH / KERBEROS i e ey « CLEANUP AFTER EXECUTION
* FULL INTERACTIVE SHELL iy -
= SCRIPTED DPERATIONS ) v Y
- DB SERVER (
(m 0801 (6) SERVICE CREATION
WMI EXECUTION T =
© WORKSTATION ' WORKSTATION e
| L O Ocon O e N | sy < « STRAT SERVICE TO EXECUTE
« EXECUTE COMMANDS = L = PERSISTENT OR ONE-TIME
o o SPAWN PROCESSES WORKSTATION o RUN AS SYSTEM
« QUERY SYSTEM INFORMATION (WS-02)
o EVENT LOG USAGE LEGEND ) = REMOVE SERVICE AFTER USE
——> DIRECT PATH
———> ALTERNATE PATH
. J ———> CREDENTTAL / TOKEN FLOW .
A. REMOTING METHODS VIEW B. WMI / DCOM EXECUTION VIEW C. SCHEDULED TASK / SERVICE VIEW
5985/5986 = f WMI EXECUTION (coion) [ SCHEDULED TASK EXECUTION
< WP ® RPC/DCOM < - > i
OLIENT TARGET HOST 1% — i
iR oy | || om = i L)
(ATTACKER) / (ATTACKER) SERVICE
= '« ['wn pROVIDER | 7
5985/5986 = o
< e o oReaTe Task |>[  Rn sk |- { oeLete Task |
CLIENT TARGET HosT [ | > =
(ATIACKER) Rl ey, DCOM EXECUTION (ALTERNATE) SERVICE CREATION EXECUTION
SOCKS = DCOM/RPC < P
i 2 135 SERVICE CONTROL
(ATTACKER) (rop 0veR socks) | [ | (ATTACKER) _ | ocou Launcwer | S AlTREAR T
(MMC20.EXE)
[ create semvice |->( starr seavice || oeLere seavice |
KEY POINTS
« USE CREDENTIALS OR TICKETS NOTES NOTES
* WINRH ENABLED VIA GPO OR LOCAL CONFIG e + SCHEDULED TASKS WRITE T0 EVENT LOGS
« SERVICES MAY LEAVE FILE / REGISTRY ARTIFACTS
o CONSTRAINED DELEGATION MAY APPLY SCHEDULED TASKS OR SERVICE CREATION
o REMOTE PROCESS CREATION AND RPC/DCOM RN B Ll B
TELEMETRY MAY STILL BE VISIBLE

D. LATERAL MOVEMENT METHODS — OPSEC COMPARISON

METHOD PORT / PROTOCOL CREDENTIALS | STEALTH (LOW + HIGH) | ARTIFACTS | FLEXIBILITY | PRIV REQUIREMENT NOTES
SOCKS PROKYING 1080 (TCP) N/A (TUNNEL) EEEED (HGH) LOW HIGH LOW PIVOT FOR MULTIPLE PROTOCOLS
WINRM / PS REMOTING 5985/5986 (TCP) USER / PASS. WS, | mmmon (D) MEDIUM HIGH MEDIUM FULL SHELL, SCRIPTABLE
W EXECUTION 135, 49152+ (RPC/DCOM) | HASH, KERBEROS | EmOCID (MED) MEDIUM MEDIUM MEDIUM GREAT FOR ENUM & EXEC
DCOM EXECUTION 135, DYNAMIC (RPC/DCOM) | HASH, KERBEROS | EIMMCICD (MEO-HIGH)| LOM-MEDIUM |  MEDIUM MEDIUM NO WINRH NEEDED
SCHEDULED TASK 445/135 + RPC HASH, KERBEROS | mMOOCIC (LOW) HIGH HIGH MEDIUM DELAYED EXEC / PERSIST
| SERVICE CREATION 445/135 + RPC HASH, KERBEROS | EOOOO (LOW) HIGH HIGH MEDIUM PERSISTENT IF NOT CLEANED
DATE: DRAWN : CHECKED : UNIT: arbitrary SCALE: NTS
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KERBEROASTING AND
UNCONSTRAINED DELEGATION

LAB 5.1

i SUBJECT: KERBEROS ATTACK PATH ] REV: 1.0 B
s
2
1. SERVICE TICKET REQUEST KERBEROS ATTACK PATH 4. ACCOUNT ABUSE
= USE RECOVERED SERVICE
* ATTACKER AUTHENTICATES DOMAIN CONTROLLER ACCOUNT PASSHORD T0:
T0 KDC AND OBTAINS TGT
B {koc) Lad - AUTHENTICATE
+ REQUEST SERVICE TICKET s (—------\ = ACCESS RESOURCES
FU:SS::CIFIC il I - MOVE LATERALLY
(T65-REQ) A\ | - ESCALATE PRIVILEGES
S 1. AS-REQ ATesReratil e | thirenrer G0 T v e rior
TOOLS: RUBEUS, IMPACKET §
) (T6T REQUEST) (SERVICE TICKET) JRDLeSUDERECMINAY, (o0
2. AS-REP 3. T6S.REQ |
2. KERBEROAST COLLECTION (TGT) (SERVICE SPN 5. UNCONSTRAINED DELEGATION
- KDC RETURNS TGS-REP « COMPROMISE ACCOUNT
g WITH SERVICE TICKET WITH UNCONSTRAINED
L EEL bt L 5 —> 8 8 DELEGATION RIGHTS
WITH SERVICE ACCOUNT Bt T + SERVICE CAN AUTHENTICATE
PASSWORD HASH 'E'“ T0 ANY SERVICE ON BEHALF
- COLLECT AND EXTRACT ATTACKER USER / TARGET HOST / ) e
TICKET (KERBEROAST) WORKSTATION ATTACKER SERVICE. | imemen e Dl
l' | TOOLS: RUBEUS, MIMIKATZ
TO0LSRUBEUSTIMPACRETY -+ -Ea |-+ [ B i s S aWe, S L | 0 : .‘
SERVICE TICKET ! If
) ENCRYPTED WITH | j
3. OFFLINE PASSWORD CRACKING SERVICE ACCOUNT i(--—-’ 6. TICKET MONITORING
1
PASSWORD HASH !
(BN, - SHCELCONTAINGGTHE. Sl S b s s haisas s /A + CAPTURE TGTs FROM MEMORY
LS S —> [ Ly ON DELEGATING HOST
ACCOUNT PASSHORD /
PERFORM OFFLINE * » LOOK FOR ADMIN / HIGH
‘ VALUE USER TICKETS
CRACKING TO RECOVER 7. DCSYNC OBJECTIVE ]
PLAINTEXT PASSHORD « USE HIGH PRIVILEGE CREDENTIALS OR TICKETS T0 | | —=======
DCSYNC AGAINST DOMAIN CONTROLLER TOOLS: RUBEUS, MIMIKATZ
TOOLS: HASHCAT, JOHN = RETRIEVE NTLM HASHES FOR ALL ACCOUNTS

* COMPLETE DOMAIN COMPROMISE

TOOLS: MIMIKATZ (LSADUMP::DCSYNC)

INSET STUDIES

A. TICKET (TGS-REP) STRUCTURE B. OFFLINE CRACKING OVERVIEW C. UNCONSTRAINED DELEGATION FLOW
se 1. USER LOGON i
[ osm ] (ot /o || L L % =
[ USER {"CE}
| ommvwoony (ALICE) SERVICE TARGET SERVICE
g:r:f:] ACCOUNT ¥ (Delegating Host) (Any SPN)
110 | 2. SERVICE REQUESTS
ENCRYPTED PART i
|| tEscryprsd uith service secount:hast) , l l ;g :zx&s;;wj;::ﬁ
START TIME P owy e i
END TIHE i SERVICE | HASH FORMAT PASSWORD FOUND e |
1 ACCOUNT HASH ! 5 | B TMSTEDFR &
FLAGS iy SkrbStgs523s*.. | DELEGATION |
SESSION KEY | E o #chashdata>... e
L ! i TET (ALICE)
N sqlsveP@ssuord! 4. SERVICE RECEIVES TGT
l< 80 J i FOR ALTCE IHHEROR
COMMON SPNs FOR ROASTING INDICATORS & OPSEC CONSIDERATIONS KEY TAKEAWAYS
SERVICE SEN EXAPLE B> KDC EVENT 10 4769 SPIKES (TGS REQUESTS) [/ KERBEROASTING TARGETS SERVICE ACCOUNTS
:ii:L :ﬁ:fvlﬂ::ﬂ:l-@M:ﬂ-‘:cahl‘m HULTIPLE TGS REQUESTS FOR SERVICE SPNs [ CRACKED PASSHORDS ENABLE LATERAL MOVEMENT
wel .domain.loca
e T Q) WNITOR WNUSUAL SERVICE TICKET VOLURE [ UNCONSTRAINED DELEGATION EXPOSES ALL USERS
CIFS CIFS/fs01.donain. local @ ROAST OFF-HOURS, USE STEALTHY ENU HETHODS [ TICKET ACCESS + DCSYNC = DOMAIN TAKEOVER
HosT HOST /workstation01. domain. Local @ CLEAR TICKETS & CREDENTIALS AFTER USE [~ MONITOR, MINIMIZE, CLEAN UP
LEGEND
——-—— KERBERDS FLOW £ PRINCIPAL / USER DRAWN : UNIT: arbitrary 0 10 20
------ DELEGATION FLOW (0  SYSTEM / HOST CHECKED: SCALE: NTS — T
DATA FLOW f=R TICKET DATE: i i
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SEC565 LAB 5.2
i SUBJECT: RESOURCE BASED CONSTRAINED DELEGATION (RBCD) I REV: 1.0
RBCD ATTACK CONTROL FLOW
ATTACKER WORKSTATION TARGET SERVER
(L) ENUNERATE TARGET & RIGATS ) db01
N { o Identify target computer (db01) 1
i : . g e
| = Confirm write permissions on ; :
e | _ ssbSAlloweTocionderal 0Otrrtgtity__ |
User / Attacker \L
G @ ACL MANIPULATION ON dbO1 ) * Resource with constrained
I v delegation configured
\;f 5 ——-—-;» -——-——-} e Accepts S4U2Proxy on
I ~/ — behalf of allowed principals
DOMAIN CONTROLLER i ATTACKER WRITE DACL: dbOl
i (PRINCIPAL) msOS-AllowedToactlnBehalfOfDtherldentity (TARGET)
o : Add: svc_migration§
= A I (\ g DELEGATED SERVICE
= I LINK svc_migration$ T0 db01 e.q. cifs/db01.domain.Local
I
* Authenticates principals I\. =3 . & e
» Issues TGTs iord
5 ikl sve_migration: db01
T e Gt (gngggbkfg (RESOURET) = Service running on db01
i that accepts delegated
service tickets
@ S4U2SELF - ACT AS USER o
SAUZSELF & —~
Qs B
USER sve_migration§ 1 -
—> DIRECT FLOW (VICTIM) (SERVICE) : END GO“L
——> KERBEROS FLOW T |
——— ACL / WRITE FLOW @ S4U2PROXY - REQUEST SERVICE TICKET |
o, I
@ STEP NUMGER sl EﬂU'ESELF“ bsauzmxi% &--
= { s =i
SERVER / HOST ! icker ) TIcKkeT
| db01
8 PRINCIPAL / USER I (TARGET SERVICE) .
: \b Run code as any domain
B Al i | (6) DeCEoaTD SERVICE TICKET OBTATNED Cr D Brmiamv
ﬁ CREDENTIAL [ KEY *=>| [oeceonteo __, ACCESS GRANTED T0 \
3 TICKET SERVICES ON db01
@ CODE EXECUTION ON TARGET SERVER Ues 1
O—fE]— e
ATTACKER
(THROUSH RBCD) EXECUTE COMMANDS (HRGE” J

INSET STUDIES

( =5 N
~—= A ACL VIEW ON db01 S4U2SELF (User to Service) C. TARGET EXECUTION VIEW
f_________--__-----___T_-I
| msDS-AllowedTohctOnBehalfOftherIdentity | S S4U2SELF = EI SERVICE ACCESS ON db01
ACE TVPE | SECURTTY PRICIPAL | RIGHTS | JLERET
USER svc_migration$
ALLOW sve_migration§ CONTROL AOESS (VICTIH) (SERVICE) @ O ..
] ALLOW other_service§ OONTROL_ASTiSS = = CIFS HDGT RP(‘.
: AL [ DESE TGS RS S4U2PROXY (Service to Target Service)
I ALLOW CORTHOL ACGESS S4UZSELF S4U2PROXY .|
(R el B b e e ) Bt s Y
I CONTROL_ACCESS = ADS_RIGHT_DS_CONTROL_ACCESS b Tioker_§ 7 oker E ExECUTE i o
| (Allows RBCD when principal is trusted to db01
I,_zct on behalf of users to this resource) | (TRRGET, SERUIEE )
KEY POINTS REQUIREMENTS OPSEC CONSIDERATIONS
+ RBCD is configured on the resource (db01), not the user. + Valid domain account with rights to modify * HModifying the computer object generates directory
= Attacker needs WRITE_DACL on the target computer object. target computer abject (db01). change events.
2 ms!l}s-lnLiweﬂaﬁc;ﬂ:ﬂehalfﬂfﬂ;h;rI;en::ity stores trusted o Controlled account (e.g., sve_migration$). o Honitor for unusual S4U2Self / S4U2Proxy patterns.
pru.lcwa St B : + SPNs configured on target services. ¢ Clean up: remove ACE after use.
» Relies on 54U28elf and S4U2Praxy Kerberos extensions. i i i E: "
« Works without knowing the password / hash of the victim. | ° Network access to KDC and target services. * Avoid noisy enumeration where possible.
DRAMWN: DATE: _e} i} 5 10 15 20
LL‘HECKED: SCALE: NTS f——A————t——}——t—+————]
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ACTIVE DIRECTORY
CERTIFICATE SERVICES ABUSE

LAB 5.3

SUBJECT: ADCS ABUSE WORKFLOW

| Rev: 1.0

ADCS ABUSE WORKFLOW
ATTACKER WORKSTATION ACTIVE DIRECTORY
@ DISCOVER VULNERABLE CERTIFICATE TEMPLATES
> + Enumerate certificate templates =y
= Identify misconfigurations
T
- « ESC1 / ESCZ / ESC3 / ESC4 / ESCE / ESCT
= Low Privileged User = Enrollee Supplies Subject / Client Auth = Users, Groups, Computers
+ Domain Authenticated » Certificate Templates
5 T = ACLs & Permissions
: O REQUEST CERTIFICATE L |
- v « Use vulnerable template = ‘I,
DOMAIN CONTROLLER __) « Specify target identity 5 @
— « Submit CSR to CA -
{—. e
= 3 e
CRBVAN
= §) ISSUED CERTIFICATE RECEIVED
= Authenticates Users — | = Certificate issued by Enterprise CA
= Issues TGTs — « Contains target identity (e.g. DA) = Iss'r'es 16Ts i
« LDAP / Kerberos @ « Has valid EKU (Client Authentication) + Validates Certificates
! T v !
1 |
1 @ OBTAIN TGT AS DOMAIN ADMIN X
ENTERPRISE CA + Use certificate for PKINIT TARGET DOMAIN
pa L TGT @, . Auth?nticate to KOC 3 s iy
— + Receive TGT as Domain Admin
0 @ v
: @ IMPORT TGT = Domain Resources
» AD CS Enterprise CA i I i)
i Cortificat TGT + Import TGT into current session = Sensitive Data
SSU%S £l gies » Pass-the-ticket (Sekurlsa / Rubeus) = Replication (DCSync)
= Publishes Templates » Elevated to Domain Admin context
ACCESS DOMAIN RESOURCES
« Access any resource as DA
« Enumerate domain
. Prepare for replication
C m DCSYNC (DOMAIN ADMIN)
« DCSync from Domain Controller
<_> = Replicate password hashes
« Full domain compromise
. )
- - INSET STUDIES
A. VULNERABLE TEMPLATE EXAMPLE B. ISSUED CERTIFICATE (ABSTRACT) C. TGT TO DCSYNC FLOW
] TEMPLATE: fcati PR :
— £ EMPLATE: UserAuthentication : CERTIFICATE : CERTIFICATE ST =1 e
— SETTING VALUE I : Subject : Ch=Administrator, CN=Users, DC=corp, DC=1ocal I | —_— | L
~arollee Supplies Subject v J : Tssuer : CH=CORP-CA, DC=corp, DC=local I @
Client Authentication EXU i | | :e?al e :;;Fa?scagl 1?;;30 | vL
BequiresiAppraval 2 | v:ﬁ: :;w : 2u2::a5:e: 19:00:08 I = E ALY
Authorized Signatures 8 i Enhanced Mey Usige © Client Authentication (1.3.6.1.5.5.7.3.2) E @) \L
Permissions Jutherticated Users E Key Usage : Digital Signature, Key Enciphersent | o
———————————————————————— S . i DCSYNC
' ESCL: L t ] Tssued by Enterprise CA i CURRENT \—) DONATN
‘ e fo:wapn;i eurser::n [:ac;zesmJ E @ e I, SESSION CONTROLLER

KEY POINTS

TGT as Domain Admin allows full domain control.

Misconfigured certificate templates enable escalation.
Certificates can be used with PKINIT to obtain TGTs.

DCSync provides all password hashes in the domain.
Clean up: revoke certificates and monitor issuance.

REQUIREMENTS
Authenticated user with enroll rights.
Vulnerable template (ESC1/2/3/4/6/7).
Enterprise CA reachable.

PKINIT enabled on domain.
Metwork access to KDC and DC.

OPSEC CONSIDERATIONS
Minimize certificate requests.
Avoid noisy enumeration.
Monitor CA logs for anocmalies.
Use stealthy tooling and ticket handling.
Clean artifacts after operations.

LEGEND & USER / PRINCIPAL

——  DIRECT FLOW [E] SYSTEM / HOST

——-=% [DEPENDENCY FLOW =] KERBERDS TICKET
I_ — === OPTIONAL FLOW =3 CERTIFICATE

gﬁ:g:m UNIT: arbitrary
DATE: SCALE: NTS
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HOPPING THE TRUST: PARENT-CHILD

LAB 5.4

SUBJECT: CROSS-FOREST COMPROMISE VIA PARENT-CHILD TRUST

| REV: 1.8

S5,

CHILD DOMAIN
child.local

oy

J

—————— >

PARENT-CHILD TRUST BRIDGE

PARENT DOMAIN

O CHILD DOMAIN DCSYNC

= = P
., — ] —
&l /2

DC-CHILD NTDS.DIT krbtgt Hash
(CHILD) (CHILD)

parent.local

d@\&

CHILD DOMAIN CONTROLLER
DC-CHILD

=
—}
(sl
O
4

+ Compromised
= High Privilege Access

!

v

l

O CREATE GOLDEN TICKET (CHILD DOMAIN)

=347 — =y

-

PARENT DOMAIN CONTROLLER
DC-PARENT

CHILD DOMAIN OBJECTS

A& L1~

» Users

» Groups

» Computers

= Domain Admins

\

Transitive Parent-Child Trust

A 4
krbtgt Hash Golden Ticket :'--'>
FEE (CHILD) (CHILD) | A=
. : « Goal: Domain Admin
@ SID HISTORY INJECTION ! » DCSync Target
ey 1
@ {  smonstorr | ;
— | 5-1-5-21-PARENT-DA| —= i
child DA { (Parent 0a ST0) | Child DA ; :
AT ____¢______ R s B PARENT DOMAIN OBJECTS
I
@ TRUST TRAVERSAL (PARENT-CHILD) i & 8 | | e
e : | =t L
child.local ./[ \@/ N pa:ent.local] « Users
' N + Groups

= Computers

SID History
L&

v

= Domain Admins

ACCESS PARENT DOMAIN AS DA

@pm

Child DA w/ Parent Domail
Access (DA)

n

"

L

(e) T

v

PARENT DOMAIN DCSYNC

f—e~p

DC-PARENT NTDS DIT krbtat Hash

(PARENT)

(PARENT)
!

i vssadmin create
copy ntds.dit
+
SYSTEM
+

SECURITY

m——
I
|
i

—

DC-CHILD

A. CHILD DOMAIN DCSYNC (DETAIL)

Extract Password Hashes
(including krbtgt)

NS

B. GOLDEN TICKET (CHILD DOMAIN)

C. TRUST HOP FLOW

User T0; —>

_ Issuer:  child.local \3
Groups —><J User:  Administrator I
SID—— Groups: 512, 513, 518, ...
SID: §-1-5-21-CHILD-500

Extra 510s —>
(SID History)

Lifetime —>

Extra SID: 5-1-5-21-PARENT-512
Start: 2024-01-01 00:00:00
End: 2034-01-01 00:00:00

_\_F_crbtgt Signature 7

Signed with krbtgt Hash (CHILD)

child.local parent.local
Child DA Domain Admin

(w/ SID History)

N
RS DCSync / Full Control
of parent.local

(parent.local)

KEY POINTS

Compromise child domain at high privilege.
DCSync child domain to obtain krbtgt hash.
Forge golden ticket for child domain.

Inject parent DA SID into SID history.

Use transitive trust to access parent domain.
DCSync parent domain for full compromise.

REQUIREMENTS
High privilege in child domain (DA}.
DCSyne rights on child DC.
Parent-child trust (transitive).
Ability to forge golden ticket.
51D of parent domain Domain Admins group.

.

OPSEC CONSIDERATIONS
Monitor for DCSync (4662) activity.
Abnormal SID history entries.

Golden ticket usage anomalies.
Trust traversal authentication events.
Limit kebtgt hash exposure and reuse.

LEGEND
——> DIRECT FLOW
——=> TRUST / TRANSITIVE FLOW

l_ ———=> DATA / MATERIAL FLOW

7

=]
&
@

SERVER / DC
DATABASE

£ KEY [ SECRET

TICKET
USER / IDENTITY
TRUST / SECURLTY

DRAWN: UNIT: arbitrary
CHECKED: SCALE: NTS
DATE:

L g L

1y
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i SEC565 LAB 5.5
HOPPING THE TRUST: TREE-ROOT
|
SUBJECT: CROSS-FOREST COMPROMISE VIA TREE-ROOT TRUST | REM:E 1.8
1. INITIAL FOOTHOLD 2. PRIVILEGE ESCALATION THROUGH 3. PARENT-CHILD
AD MISCONFIGURATIONS TRUST ABUSE
Lo
AQ A 8888~ L | Bk
Sl - Epumeraj:e ﬁhu;ah_le Esca}ate to :
ot é:ﬂ;‘anaa‘:‘i’ﬁss Al Misconfigs Permissions Domain Admin Child Domain Parent Denain
* Low Privileged User 4 « Extract Child Donain DA
i i Credentials
I MULTI-DOMAIN FOREST {EXAMPLE) : « Golden Ticket (Child)
i %Egztnlo:::'?l"} i = Access Parent Domain
i |
{ ]
i i
TRUST TYPES ]l EI :
i
PARENT-CHILD TRUST I I i By
(TRANSITIVE) ! l, L i 4, TREE-ROOT TRUST ABUSE
HEE U0 IR ! PARENT DOMAIN A PARENT DOMAIN B :
I
(TRAHSITIVE) [ (parenth.local) TR ROOT TRUST (parent8. local) ! ot —
——— CROSS-DOMAIN ACCESS | o on e i EI TREE ROOT TRUST EI
(AFTER COMPROMISE) i i ! S EET >
H =\
| EI i : Conpromised Root Domain
,1 I Parent Domain (roat.local)
I{, @ : (parentA.local)
: i * Present Golden Ticket (Parent)
| I * Trust is Transitive
1 = = | :
¢ MAccess Root Domain
L /] il : ?
| I
: CHILD DOMAIN Al CHILD DOMAIN A2 CHILD DOMAIN B1 :
| (childAl.lecal) (childA2.local) (childB1.local) |
B 0 0 ) LA
\L 5. ROOT DOMAIN COMPROMISE
6. CROSS-DOMAIN DCSYNC OBJECTIVES
A — A 8RB — SO -
I (e, e
o Elevate in  Domain Admin Full Control
childAl.local g root.local Root Domain (root.local)  of Forest
DCSyne
*"“"55 Forest « DCSync Rights to "Domain Admins”
* KRBTGT Hash of Root Domain
childﬂ?.local cluldBl Yocal * Golden Ticket (Root)
parentB. local “
A. TRUST CHAIN VIEW B. ROOT DOMAIN CONTROL PANEL C. FINAL CUHPRUHISE VIEW
s ST £ A e R e § e ey gt e -~
i g I W |
— I [ Read A1l Dosain NCs | = i ‘@
&= e\ - i - | | T~
@ ﬁ @ ®—® Il E’Repliﬁate Directory Changes I EI ““-\3 Q ’?
childAl  parentA  root parentB  childgl e | g et
.local .local .local .local .local i [ Replicate Directory Changes All : ’//’ EI it
| root.local [ Menage Enterprise Adwins | L= =3
() —— PARENT-CHILD TRUST (TRANSITIVE) | (A [kReTeT Contral i
4= —— TREE-ROOT TRUST (TRANSITIVE) = DCSYNC CAPABLE FOREST C(}HPRUHISED
=) b ik
o
KEY TAKEAWAYS OPSEC CONSIDERATIONS
* Gain DA in a child domain. » Minimize inter-domain authentication events.
= Abuse parent-child trust to reach a parent domain. o Monitor 4768/4769, 4672, 4662, 5136, 4742.
¢ Abuse tree-root trust to access the root domain. * Unusual DCSync (4662) is highly detectable.
» Compromise root to control the entire forest. + Use built-in tools and normal protocols.
e DCSync across all domains in the forest. * (lean up artifacts and tickets.
NT ST - A
sl @I | :EZE_H;C;;IL%J:;J DRARN: UNIT: arbitrary 2 5 18 15 20
——-3 CROSS-DOMAIN ACCESS WHECNGDS SCALE: NTS S A A B
. DOMATH CONTRRET DATE: UNITS
I A USER / Aot CREDENTIALS / TICKET

=




2. PRIVILEGED DOMAIN
OBJECTS

DOMAIN ADMINS
ENTERPRISE ADMINS
GROUP POLICY OBJECTS
OU CONTAINER

USER ACCOUNTS
COMPUTER ACCOUNTS

CERTIFICATE TEMPLATES

& Mo O m B &

DFS [ FILESHARE

l

A | SEC565 LAB 5.6 |
SUBJECT: ACTIVE DIRECTORY PERSISTENCE THROUGH OBJECT PERMISSIONS ‘ REV: 1.0
N 1. ACE MANIPULATION s D

MODIFY ACCESS CONTROL ENTRIES

L§ L)
1 1
! La— /
1 — 1
1 I
1 !
I 1

PRINCIPAL  RIGHTS OBJECT

« Add / Modify / Remove ACEs
« Allow / Deny / Inherit
* Generic / Object-specific Rights

"

3. REPLICATION RIGHTS

REPLICATION-RELATED RIGHTS

AD PERSISTENCE

THROUGH OBJECT

PERMISSIONS
-4 ‘m 4
N ¢ & (S Mo Ty
R T =

+ D3-Replication-Get-Changes-ALL
= [5-Replication-Get-Changes-In-Filtered-Set

Al
I
+ D3-Replication-Get-Changes F
I
I
I
!

RESULT
s DCSync / DCShadow
s Credential Theft
* Domain Takeover

e

r
-

l

Gl

[T (10 10 Do Do B8

4. STEALTHY BACKDOOR ROUTES

Add Self to
Privileged Group

GenericALl on
High-Value Object
Reset Password
on Target Account

GPO Startup /
Logon Script
ESC Abuse via
Template ACE

Write to DFS /
Sysvol Share

<

W [0 8o &) ]

5. DURABLE RE-ENTRY PATHS
3 Scheduled Task
E via 6RO
oS E Logon Script
(User / Computer)
EEET E WNI Event
Subscription
J— Registry Run Key /
@ RunOnce via GPO
S E Shadow Admin
Account
o EI Golden/Silver
Ticket Access

~

T T T S By 6. PERSISTENCE LIFE CYCLE
| STEALTH PRINCIPLES ! | RESILIENCE FACTORS :
I
I & Least Privilege I‘ | & Multi-Vector Persistence |
: e Inherit / Inheritance j===> = e NS = (---: * Survive Password Changes :
I Avoid Direct Membership | |  Survive Reboots & Updates |
| o Blend with Legit ACEs \ GAIN ACCESS ~ ESTABLISH  MAINTAIN RE-ENTER HAINTAIN I« Survive Aduin Cleanup :
: + Monitor for Changes ]' A PERSISTENCE  STEALTH ARYTINE BDNITIEGL l * Survive DC Rebuild |
_________________ I NG R S D G N R0 O SN, DY 00 R T O% N R 5 S S S P O S B L R o000
' 5
A. ACE PANEL (EXAMPLE) B. DOMAIN OBJECTS (HIGH VALUE) C. PERSISTENCE PATHS MAP (EXAMPLE)
PRINCIPAL | TYPE | RIGHTS | INHERTTANCE | APPLIES TO A DOATH ROOT PR @ WriteDAlL —> Add to
L w3 | ALV | Geverichll | This chjoct orly| User ¥ e i ; =
ri is oly| User e | e s I
& e’ w 5 o J @ : o) Reset Password
==} GenericAlll —> i
BA GO0P & | ALLOK |MriteDACL | Descendunt | OUSeles 8 8 A & 8:11’ & Adainistrator
USERS  GROUPS  GPO OUs  SITES SN i = ;
Qs T | ALLON | oot | This cjct only | Domsin Runt S -y S B S e
Ner 11 ] b CEE T ¥ 1
AA BETNE| DENY | Delete | This object anly| 670 - Legucy :] i
= [;O\:I 5 T 4 @ DCSync Rights — 6 Domain Secrets
CONPUTERS  CERT TEWPLATES DNS NODES FILE SHARES ess
b L S
LEGEND B UsER / PRINCIEAL DRAWN: UNIT: arbitrary 0 NG e
A& Groue CHECKED: SCALE: NTS S e e e
B ossect : 2 I
@) RIGHT / PERNISSION DATE: UNITS
4D CREDENTIAL / ACCESS
SCRIPT / TASK
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LAB 5.7

A
N

ACTION ON OBJECTIVES

A
N

SUBJECT:

DATA EXFILTRATION WORKFLOW

| REV: 1.0

=
1. IDENTIFY SENSITIVE DATA

=
2. CHOOSE TRANSFER METHOD

p CREDENTIALS @ C2 CHANNEL (HTTP/S/ SMB / DNS)
FINANCIAL DATA DATA EXFILTRATION ¢ CLOUD STORAGE (DRIVE / SHARE)
CUSTOMER: PIT WORKFLOW D<) emarL (swTe / wesmAIL)
I e
INTELLECTUAL PROPERTY S
_ B FILE SHARE (SMB / NFS)
</>| SOURCE CODE > { % > MESSAGING / WEB HOOK
CONFIGURATION FILES & REMOVABLE MEDIA
@ DATABASES e COLLECT e STAGE e TRANSFER
L o CONFIRM e CLEAN UP a : CUSTOM TUNNEL / PROXY
\ =)
e = = =
3. TRAFFIC ON THE WIRE \ 4, ENCRYPTED vs VISIBLE TRANSPORT
== ¢
' | ENCRYPTED / TUNNELED
= — i e TLS / HTTPS +/ CONTENT HIDUEN
Z% i o SSHTUNNEL +/ HARDER O DETECT
COMPROMISED NETWORK EXFIL : o DNS OVER HTTPS £ HORE CORPLEXITY
HOST l SERVER i = CUSTOM ENCRYPTION /™ PERFORMANCE COST
e e =)
incuscasfisfenanfehe s i Vs.
} OBSERVABLE METADATA I /. {EFi VISIBLE / PLAINTEXT 1|
| SouReE / DesT P | 5. OPSEC TRADEOFFS <@ o S T st
| DESTINATION / PORT | s
fi = PROTOCOL | NVENTEN ALTH / RESILIEN i S 3
(]
L o TN/ FREENCY | SPEED / CONVENIENCE STEALTH / RESILIENCE | | | . SHE /A EASY TO DETECT
{ e VOLUME / SIZE I o HIGH BANDWIDTH « LON AND SLOW | * EMAIL (PLAIN) AVMIGLRLH
= = o EASY TO THPLEMENT = BLEND WITH NOISE - )
= COMMON PORTS » ICAIPTION / TWHELTNG
| et o x| { S il
| HIGHER RISK | | LOWER RISK |
| MORE DETECTABLE | | HARDER TO DETECT |
e —— J kR e
= N e T
A. PLAINTEXT TRANSFER (EXAMPLE) B. ENCRYPTED TRANSFER (EXAMPLE) C. PACKET INSPECTION VIEW (EXAMPLE)
! ' HTTP e HTTPS = —
> | (cp/ee) 2 I | | = =—F “«——— / NETWORK ) ———>
il I (TCP/443) = Ly
HOST EXFIL HOST !% EXFIL CLIENT SERVER
SERVER SERVER | | , NIRRT
(" WITP REQUEST (PLAINTEXT) i = T (T RO R ) TR
i (HESTL Hl T R At et L, A U || ji20e 100,25 190.51.100.10 TP 80 HITP 6T /deta/lot.cip
GET /data/loot.zip HTTP/1.1 | ! 16 03 81 02 09 01 00 81 FC 03 03... !12:00:02 10.0.2.15 198.51.100.10 TCP 443 TLS Client Hello
RS ERERl GRS i | 7F A2 9B 3C 91 6D 7E 4A ... 112:00:03 10.0.2.15 198.51.100.10 TCP 443 TLS Encrypted Dsta
p-chginn go=shla/n e ||t 90502 16 88 44 6F 90 ... I
ot /e | } {12:00:04 10.0.2.15 198.50.10.10 TCP 53 ONS Standerd Query
J (%
R e s D e 2l s Al T T e
RISK INDICATORS | | BENEFITS ! | ANALYST NOTES
« CONTENT VISIBLE | |/ CONTENT ENCRYPTED i o PLAINTEXT HTTP IS HIGH RISK
s EASY SIGNATURES ! |~/ BLENDS WITH LEGIT TRAFFIC | T L L
e IDS / PROXY ALERTS ! |/ LOWER DETECTION RISK ]+ DNS TUNNELING VOLUMETRIC CHECK
S — A k\.._ —— - ) k—L ___________________
6. EXFIL WORKFLOW SUMMARY
S
P—B—H—7 — O—4
FIND DATA COLLECT STAGE TRANSFER CONFIRM CLEAN UP
LEGEND —> DATA FLOW DRAWN: UNIT: arbitrary 0 5 10 15 20
== ALTERNATE FLOW CHECKED: SCALE: NTS | Ll 1 Ll | Ll | L] I
TII3 DETAIL / NOTE =
—p- FOCUS AREA DATE:
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LAB 5.8

e

RED TEAM CLUSURE

~b-

SUBJECT:

RED TEAM DOCUMENTATION AND CLOSURE WORKFLOW

REV: 1.8

. TIMELINE CAPTURE

o ACTION TIMELINE

e KEY EVENTS

Now (&

,
3

<

LESSONS FOR BLUE TEAM
IMPROVEMENT FEEDBACK

K¢

-
L%

. VECTR TEST CASES

MAP ACTIONS TO TEST CASES
RECORD EVIDENCE & RESULTS
STATUS: PASS / FAIL / NA
NOTES & OBSERVATIONS
COVERAGE SUMMARY

v

-

3. REPORTING

e EXECUTIVE SUMMARY

e (BJECTIVES & SCOPE
€— - METHODOLOGY

e FINDINGS BY CATEGORY
o INPACT & RISK

o RECOMMENDATIONS

e APPENDICES & EVIDENCE
QB 5. INSTITUTIONAL
KNOWLEDGE

‘&\’*" TTPs & TECHNIQUES USED

o OBJECTIVES ACHIEVED —>
RED TEAM
s TOOLING & COMMANDS
Iﬁ e ARTIFACTS COLLECTED DOCUMENTAT|0N
@ o EXTERNAL INTERACTIONS & CLDSURE
. /
s ¢ 5 ==
4. BLUE TEAM DETAILS —
= FIENTS O CIMIALT o CAPTURE o ORGANIZE o VALIDATE
* COMMUNICATION LOG « DOCUMENT = HAND OFF  CLOSE
%]}J * DETECTIONS OBSERVED e \ /
o ALERTS & LOG SOURCES

v

6. CAMPAIGN WRAP-UP

OBJECTIVES REVIEW
CLEANUP & RESTORATION
DATA SANITIZATION
DELIVERABLES HANDOFF
LESSONS LEARNED
CAMPAIGN CLOSED

WORKING CONFIGURATIONS

WHAT WORKED / WHAT DION'T

OF ke,

DETECTION & BYPASS NOTES

I,
=5

PLAYBOOK & PROCESS UPDATES

</) REUSABLE SCRIPTS & TOOLS

Gl J
I £y
A. TIMELINE VIEW (EXAMPLE) B. REPORT OUTLINE (EXAMPLE) C. TEST CASE DOCUMENTATION (EXAMPLE)
10 n 12 1 L 15 1. EXECUTIVE SUMMARY — TEST CASE STATUS | EVIDENCE NOTES
O O O O D o
TIHE 2. ENGAGEMENT OVERVIEN ——— Te-01 g iy
T0 T1 T2 External Recon Pass & i I ==
B2 o ae 3. METHODOLOGY _
RECON INITIAL PRIVESS [ | TC-05 i i
10:00 ACCESS 19:4 ; 4. FINDINGS e R TR R =
_____ 18:15 = ! o TNITIAL ACCESS _ ﬂ H H ﬂ
| © PRIVILEGE ESOALATION ———— Tc-11 ; —
it | R ————
:_____ T T 4 o LATERAL MOVEMENT ——— FINDINGS BY Privilege Escalation ot ® ﬁ
o DATA ACCESS S SEVERTTY =
13 |1 = liTS o THPALT s 2 pet e [N B l———
LATERAL CREDENTIAL OBJECTIVE folyiie) oo
HOVE ACCESS COMPLETE 5. RECOMMENDATIONS — — TC-22
11:28 12:05 13:10 RISK RATING S O ST e O e —
B. APPENDICES —— | [ aarnn
PASS 18
[EE KEY EVENT i 0 vmsecrve. P evmence <> necision ELLERAEES M5 FALL 3
KA
w5

D. CLOSURE WORKFLOW

Sl e =l = e

=

CAPTURE ORGANTZE VALIDATE DOCUMENT HAND OFF CLEAN UP CLOSE
ALL DATA ARTIFACTS EVIDENCE FINDINGS REPORTS ENVIRONHENT CAMPAIGN
LEGEND —» DATA FLOW DRAHN: UNIT: arbitrary 0 5 18 A5 - 28
----- REFERENCE 1 : | | | | |
_____ =) CHECKED: SCALE: NTS 4$7 Ll IUINIT; Ll

<5 FOCUS AREA DATE:
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